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The customer is one of the leading Mobile 
Service Provider in India

Perimeter Security Solutions

Industry segment – Telecom
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Customer challenges

• 64 bit applications performance is slow

• Huge number of mobile subscribers are accessing application 

from out side 

• Distributors   / Channel partners spread across the country 

• 12 Circle operating across the country, accessing central data 

center 
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Solution Highlights

• High performance GW Firewalls in HA mode

• Integrated IDP with central Management 

• DoS/DDoS Protection.

• IPSEC – Hub and Spoke VPN network connectivity between the 

circles

• Client less SSL VPN Connection 

• SSL VPN failover cluster on WAN 

• Scalability.

• Seamless integration with existing infrastructure
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Architecture Blue Print
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Architecture Blue Print

Internet
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SSL VPN BoxSSL VPN Box

Pune Servers Delhi Servers

• Both SSL VPN Boxes will be part of Single Global

Level Cluster.

• Both the Boxes will work in Active/Active scenario. 

• Both the  Boxes will act as a fail over for each

other based on DNS Level Redundancy.

A.sslvpn.com B.sslvpn.com

Fail Over Scenario Fail Over Scenario

WAN
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Solution Benefits

• Faster Application response 

• Better manageability due to integrated IDP Module 

• Client less SSL VPN connectivity 

• Role based access to partners and distributors 

• Hub and Spoke VPN Connectivity reduced number point to 

point Links 


